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Government Entities are on high alert!

Nation state attacks unleash havoc – target is wealth and 

destruction!

Govt Agencies have 3-5 times the number of infected 

systems than the global average – lack of basic controls! 

Double Digit Spend (11% growth) – BUT we are spending on 

the wrong things!

Organizations unable to meet regulatory requirements and 

deadlines 

Average Maturity for Government = 2.8  vs Global Average = 

3.22  (CMMI)
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It’s only getting worse..

In three years, do you believe cybersecurity threats will decrease, remain the same or increase?

Total (n = 2,866); GCC (n = 58); Base: Excludes don't know. 

95%
Security threats 

will increase

95%

Government CIOs

4%
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Security threats will stay 

the same2%

Security threats will 

decrease3%

Increase
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Cybersecurity 
Isn't Just 

About 
Protecting
Information 

Anymore
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Not enough people, and there won’t be for a 

while..

Total IT Security Support FTEs as a Percent of Total IT FTEs, 2018
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You Have Many “Things” …

Source: Gartner 2016

Human-Centric Devices 

Generating Data

IoT Devices 

Generating Data

Yes — That Is 20+ Billion

PC, Notebook, Ultramobile and Mobile Phones IoT

Human Compute Versus IoT
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These passwords give access to over 500,000 IoT

Devices TODAY

888888, 888888

666666, 666666

admin, (none)

admin, 1111

admin, 1111111 admin, 1234

admin, 12345 admin, 123456

admin, 54321

admin, 7ujMko0admin

admin, admin

admin, admin1234

admin, meinsm

admin, pass

admin, password

admin, smcadmin

admin1, password

administrator, 1234

Administrator, admin

guest, 12345

guest, guest

root, (none)

root, 00000000

root, 1111

root, 1234

root, 12345

root, 123456

root, 54321

root, 666666

root, 7ujMko0admin

root, 7ujMko0vizxv

root, 888888

root, admin

root, anko root, default

root, dreambox

root, hi3518

root, ikwb

root, juantech

root, jvbzd

root, klv123

root, klv1234

root, pass

root, password

root, realtek root, root

root, system

root, user

root, vizxv

root, xc3511

root, xmhdipc

root, zlxx
root, Zte521

service, service

supervisor, supervisor

support, support

tech, tech

ubnt, ubnt

user, user

Can you imagine the 

implications of 20B+ 

Devices?
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Your Roofs Are Leaky, and Getting Leakier
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The Monetization of Threats — Ransomware

Send $100 in bitcoin 

or we melt your ice cream Pay us now or we 

burn your popcorn

Send us money or we'll 

post comprising pictures 

of your morning 

beverage …

Your dishes can 

wait for our 

crypto mining …
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The Ransomware Weather Map

Source: Microsoft: Ransomware by Region 2Q17
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The Monetization of Threats — Cryptomining

Malware
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State-Sponsored Malware is becoming more 

sophisticated

We started with Stuxnet targeting Iran

Shamoon and StoneDrill wipers. Targeting Saudi 

infrastructure

Project Sauron. Targets air-gapped machines and 

defeats USB-blocking DLP. 50+ modules.

Flame/SkyWiper. Records audio, keyboard, Skype, net 

traffic. 

Middle East links.

List of code names for various families of modules in Flame's source 

code and their possible purpose

Name Description

Flame Modules that perform attack functions

Boost Information gathering modules

Flask A type of attack module

Jimmy A type of attack module

Munch Installation and propagation modules

Snack Local propagation modules

Spotter Scanning modules

Transport Replication modules

Euphoria File leaking modules

Headache Attack parameters or properties
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The Perfect Storm: How Many Zero Days?
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What about Maturity? 

N = 2890 end users
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Stop Counting Threats

Stop Scaring Scared People

Use Your Humans Wisely

Patch Your Things, Do Your Best

Watch the Weather: Keep Detecting

Plan for Future Trends Now

Fix That Leaky Roof

And Carry an Umbrella
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Top Trends 

Ongoing strategic shifts in the security ecosystem 

that are expected to have significant potential

for disruption 
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1
“Senior Executives Are Finally 

Aware That Cybersecurity Has a 

Significant Impact on the Ability to 

Achieve Their Goals …” 
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Security Failures Are Impacting Business Goals

Verizon received a $350M discount on their 

purchase of Yahoo! as a result of Yahoo’s 

data breach, which resulted in a failure to hit 

the standard of due care

Maersk took a $300M expense as a result of 

a massive ransomware attack 

Equifax’s breach cost the CEO, CIO and the 

CSO their jobs and will have continuing 

significant financial impact

Global economic losses from “WannaCry” 

attack was estimated to be between $1.5 

billion and $4 billion

https://techcrunch.com/2017/02/21/verizon-knocks-350m-off-yahoo-sale-after-data-breaches-now-valued-at-4-48b/
http://www.zdnet.com/article/petya-ransomware-cyber-attack-costs-could-hit-300m-for-shipping-giant-maersk/
https://www.wired.com/story/equifax-breach-no-excuse/
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In Order to Capitalize on This Trend, Leading 

Security Organizations Are …

 Understanding business risk 

appetite and risk tolerance 

 Articulate all risks within the 

context of business objectives

 Developing better board and 

security partnerships

 Establishing service levels that 

align with business risk 

 Improving their digital business 

resilience
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2
“Legal and Regulatory Mandates on 

Data Protection Practices Are 

Impacting Digital Business Plans 

and Demanding Increased 

Emphasis on Data Liabilities.”
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Data Liabilities Increase

GDPR

Brand damage Compliance Protection
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Leading Security Organizations Are …

 Using the full liability costs of data in digital 

business plans.

 Eliminating or offloading data when liability 

exceeds value 

– Trusted third-party providers, anonymized data 

or establish policies to delete sensitive data 

that is no longer useful.

 Differentiating with transparency and trust

Digital business 

Data 
value 

Data 
Liability 
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3
“Security Products Are Rapidly 

Exploiting Cloud Delivery to Provide 

More Agile Solutions.”
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Why Cloud? 

 Accuracy

 Agility 

 Freshness

 Extensible 

 Staff augmentation 

Why Not Cloud? 

 Data sensitivity?

 Concentration of risk
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Leading Security Organizations Are …

 Critically reviewing new on-premises 

security solutions

 Investing in more agile cloud and 

service delivery solutions with:

– A data management and machine 

learning competency

– Staff augmentation services

– API-enabled services
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4
“Machine Learning Is Providing 

Value in Simple Tasks and 

Elevating Suspicious Events for 

Human Analysis.”



30 © 2018 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. or its affiliates.

INTERNAL or RESTRICTED

There Is Value

 More constrained problems 

 Grouping files 

 Fraud 

 Adaptive authentication 

 Insider threats 

But …
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Nothing Is Perfect

We cannot escape the 

fact that Humans and 

machines complement 

each other and 

together can outperform 

either alone.
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Leading Security Organizations Are …

 Implementing machine learning 

enhanced products to enhance or 

augment human resources

 Investing in skills to interpret and 

augment machine learning

 Demanding proof of vendor claims of 

machine learning based on measurable 

outcomes
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5
“Security Buying Decisions Are 

Increasingly Based on Geopolitical 

Factors Along With Traditional 

Buying Considerations.”
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A Cold War Is Raging in Cyberspace
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Leading Security Organizations Are …

 Taking geopolitical risk into consideration 

in purchasing decisions

 Sensitive to the geopolitical security 

demands of business relationships

 Aware that security and product buying 

decisions are based in trust in the 

integrity of the supplier
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You should really care now…
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For information, please contact your Gartner representative.

Gartner can help! 

 Top Security and Risk Management Trends

 Cybersecurity and Digital Risk Management: CIOs Must Engage and Prepare

 Modern Privacy Regulations Could Sever or Strengthen Your Ties 

With Customers

 How to Evaluate Cloud Service Provider Security

 Artificial Intelligence and Application Security Vendors: Marketing Hype or 

Genuine Hope?

https://www.gartner.com/document/3873021?ref=solrAll&refval=207330167&qid=7a321e8b9921f0b6ac1243747c3aaea3
https://www.gartner.com/document/3846477?ref=solrAll&refval=201928002&qid=e08b9bdbd8536bc07e37049335a02e61
https://www.gartner.com/document/3860864?ref=solrAll&refval=201928007&qid=aa7d3542e51d5f119429eae9926ca89d
https://www.gartner.com/document/3833968?ref=solrAll&refval=201928057&qid=3d98a421c7164f39aee2f57e31a69ec3
https://www.gartner.com/document/3700418?ref=solrAll&refval=201928012&qid=d3796ecb004aa8917398df8d9f6c0ada
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Toolkits! 

 Best Practices for Creating an Enterprise Information Security Charter (with 

templates)

 Simple Functional Information Security Taxonomy

 Research Roundup for Creating Information Security Policy

 Best Practices for Establishing an Information Security Steering Committee

 Security Management Strategy Planning Best Practices

 ITScore for Information Security

 Creating a Security Process Catalog

 Information Security Organization Dynamics


